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What happens when all you have is IPv6? 

Let’s turn off IPv4 and find out… 
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Test Environment/OS Notes 

• Cable Modem filtering IPv4, first directly connected to the host 
under test, then with host behind a D-Link DIR-655 via WiFi 

• Host receives IPv6 prefix and IPv6 DNS via DHCPv6 

• Windows (7/8) – Works 

• Mac OS (10.7+) – Works, but disabling IPv4 makes things quicker 

• Ubuntu (13.04) – Works 

• Android – no DHCPv6/RDNSS support = no DNS servers 

– https://code.google.com/p/android/issues/detail?id=32621  

• filed in 2012, Medium priority enhancement, no owner 

– No IPv6 UI https://code.google.com/p/android/issues/detail?id=57231 

• iOS – sorta works 

– Some testing details available from Andrew Yourtchenko’s Ripe 66 talk 

here: https://ripe66.ripe.net/archives/video/1196/ 

– No IPv6 UI – need to open an enhancement req w/ Apple 
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Major Security Issue! 

• OS supports IPv6-only by default, but can’t get 
software updates over IPv6 

– Apple: MacOS, Apple Software Update (PC), iTunes app store 

– Windows 7 (they tell me 8 should work, haven’t tested) 

– Java 

– Adobe (Flash, Reader, Air, etc) 

– Firefox 

– Antivirus/Anti Malware, Firewall/IDS signature updates 

– Reported to each company’s security team, felt ok to disclose 
because it’s not a zero day by itself 

– Probably hundreds of others, these are just the most 
exploited 
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It just works! 
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… for some values of “work” 
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Except… when it doesn’t 
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Test results – Do webpages work over IPv6-only? 

World IPv6 Launch Participants 

(random sample, mainly US/CA) 

133 

25 

23 

60 

Other sites 

 

11 

2 

2 

37 

Yes Mostly Sorta No
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A little experiment with our favorite IETF sponsors 
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IETF Sponsors reachable via IPv6-only 

NANOG version: 

http://bit.ly/15jsPbE 
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More testing 

• Intern currently working to automate website 
testing 

–First test: Pass/Fail IPv6 reachability (wget -6) 

• 1900/3000 World V6 Launch participants pass 

–Second test: If Yes, does the whole page work?  

• Perl to parse HTML: Follow links, download images, CSS, 
report failures 

• New Wiki to track IPv6-only/NAT64 issues: 

–http://wiki.test-ipv6.com/ 

–Need more people testing and contributing 
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Lessons Learned 

• Those with IPv6 websites and apps need to start 
testing them with IPv4 disabled 

– Dual-stack (especially with Happy Eyeballs) masks problems 
with your IPv6 connectivity 

– In the future, IPv6 SHOULD work, IPv4 MAY be “folded, 
spindled or mutilated” (so don’t rely on it) 

• Monitor your IPv6 site just like you monitor your IPv4 
site 

– Can’t fix what you don’t know is broken 

– An IPv6 outage should have the same urgency as an IPv4 
outage – now affects >1.5% of your customers! 

– Again, single-stack IPv6 is better at exposing problems 
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Pushing more IPv6 deployment 

• Name and Shame sites w/o external IPv6 

– Companies that consider themselves 
technology leaders 

– Content sites that feature articles about 
IPv6, but have no AAAA 

• Vendor pressure 
– IPv4 costs us money (CGN or buy addresses) 
• TCO of CGN:  

http://www.nanog.org/meetings/abstract?id=2025 

• Cost of IPv4-IPv6 Transition: 
http://youtu.be/vXf8ZIew1j0  

– IPv4 is for customers (don’t waste on 
internal stuff) 

– IPv6 from ALL vendors, not just technology 
vendors 

– RFPs, Contracts, etc: All products, support 
sites, etc MUST NOT require IPv4 13 
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How committed is your company to IPv6? 

“IPv6 is important…” 
“We’re committed to IPv6…” 
“We are your IPv6 partner…” 

Time to make that commitment publicly visible: 
Turn on IPv6 on all of your external services 
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